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1. Introduction

At Chong & Jones Pty Ltd ("we", "our", or "us"), your privacy is paramount. We are
dedicated to managing all personal and sensitive information transparently, openly
and accountably.
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For the purpose of this policy:

e Personal information refers to data that can be used to identify an individual
either directly or indirectly or otherwise in accordance with the Australian
Privacy Principles. It does not include information available in the public
domain

e Sensitive information pertains to data subjects' racial or ethnic origin, political
views, religious beliefs, health, and other similar data.

2. Information We Collect

As part of our commitment to providing exceptional consultancy services, we gather
specific personal information from our direct clients and, at times, both personal and
sensitive information from our clients regarding their clientele.

Direct Information:

Obtained directly from our clients and any systems and databases they provide
access to as part of a particular consultancy engagement, which can include:

1. Standard Personal Information: Names, addresses, dates of birth, phone
numbers, email addresses, and other direct identifiers.

2. Potentially Sensitive Information: This can include racial or ethnic origin,
political opinions, religious beliefs, and health data.

When we directly collect your personal and sensitive information, you will be
informed of this at the time, or as soon as practical afterwards. We will ensure this
Privacy Policy is displayed on our website, and directly provided to our clients. We
will only collect information in a lawful and fair means.

Automated Information:

Additionally, we derive information through automated means from our website,
which can include:

1. Google Analytics 4 (GA4): This tool provides insights into user behaviour on
our website. Though GA4 captures data regarding site interactions, it does not
furnish us with personal identifiers. Data from GA4 is used purely for
analytical purposes, aiming to refine our web services.

We do not collect or use any government-relate identifiers directly and we expressly
do not collect or process personal information from individuals located within the
European Union (EU) or subject to the General Data Protection Regulation (GDPR).
This commitment extends to our use of analytical tools like Google Analytics 4
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(GA4), which has been configured to exclude data collection from the EU, and
support clients with their own data related to the EU or GDPR.

Our website uses cookies — small text files that are placed on your machine to
provide a better user experience. Cookies are used to retain user preferences, store
information for things like shopping carts, and provide anonymised tracking data to
third-party applications like Google Analytics.

3. Purpose and Nature of Data Collection

We ensure that data collection is confined to what is reasonably required for our
functions and activities. This includes:

1. Consultancy Customisation and Implementation: Each consulting engagement
is unique, and so is the information we require. We gather data to tailor our
services precisely to each client's needs and the particular scope of the
engagement.

2. Effective Communication: Our commitment to maintaining clear, timely, and
efficient channels of communication with our clients necessitates certain
data. This might include contact details, communication preferences, or
specific project-related information.

3. Service Enhancement: Continuous improvement is at the core of our ethos. By
understanding our clients better through the data they provide, we can refine
our offerings, ensuring that our services are always evolving and aligning
more closely with our clients' needs.

4. Website Interaction Analysis: We utilise tools like Google Analytics 4 (GA4) to
gain insights into user behaviour on our website. This helps us identify what's
working, what's not, and where we can enhance our online presence to better
serve our clients and prospects.

In the circumstances below, personal information may be collected and used for
direct marketing.

Personal information received from client databases is only used for the purposes of
that specific consultancy engagement, and will never be used on access for any
other purposes by us. Access to client data is outlined below.
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4. Anonymity and Pseudonymity

Whenever feasible, you can choose to interact with us without disclosing your
identity or using a pseudonym. We will discuss how this will impact our services in
your particular circumstances.

5. Unsolicited Information

Occasionally, we may receive personal information about an individual without
actively seeking it. In such cases, we will check whether this unsolicited personal
information is relevant to our functions or activities.

If the information is not relevant, or if we have not obtained consent to hold it, we will
promptly destroy or de-identify it, ensuring it's not kept any longer than necessary.

6. Disclosure of Your Information & International Transfers

In our ongoing commitment to providing high-quality consulting services, there might
be situations where we need to share personal information with trusted third-party
partners.

We utilise secure and encrypted methods for any data transfers outside of Australia.
We ensure the third-party recipient adheres to a standard of data protection
equivalent to the Australian Privacy Principles. Contracts with such entities are
framed to ensure they can't do anything with your personal data unless we have
instructed them to do it.

We may also have to disclose your information when we are subject to a positive
legal obligation, such as on receipt of a valid subpoena, disclosure requirements or
regarding mandatory reporting obligations.

These disclosures are not taken lightly and are done only when essential to fulfil the
services you've engaged us to provide, for purposes you would reasonably expect or
in the above situations.

7. Direct Marketing

Occasionally, the personal information of our direct clients may be used for direct
marketing.
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If you wish to opt-out of data collection or direct marketing, please follow the
unsubscribe link in our emails or contact us directly. We will process all opt-out
requests promptly.

No third-party data available through any consultancy engagement will ever be used
for direct marketing.

8. Data Storage, Security & Quality

We prioritise the safeguarding of your personal information. We employ state-of-the-
art security measures, including multi-factor authentication, regular system
upgrades, and other high-level data protection mechanisms to shield against
unauthorised access, modification, or disclosure. Any data we hold is securely
stored, ensuring its confidentiality and integrity.

Quality:

Our commitment extends to the quality of the information we hold. We take all
reasonable measures to ensure that personal information is accurate, current, and
complete. We rely on the accuracy of the information provided to us and encourage
all our clients to inform us of any changes to their personal information to maintain
its accuracy.

We do not modify external personal or sensitive information we may have access to
as part of a consultancy unless such modification forms part of the specific
consultancy scope.

Security:

Given the nature of our consultancy services, which may include privileged access to
client databases, we adopt meticulous procedures to ensure information security.

Limited Scope:

Any client database access is strictly bound by the scope of the consultancy
engagement. We ensure that our consultants know and respect their boundaries and
engage only with the information explicitly required for the project.

Controlled Access:

Permissions to client databases are provided to designated team members on a
need-to-know basis. Access is logged, monitored, and managed to ensure its
appropriateness and validity.
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Secure Channels:

We utilise secure and encrypted channels when accessing or temporarily storing
client databases.

High-Level Security:

All personal information stored on our systems is protected by state-of-the-art
security measures, including encryption, firewalls, and compliance with cyber
security standards. Any sensitive data, especially from client databases, receives
heightened security measures.

Retention Policy:

We retain personal information only for as long as it serves the purpose for which it
was collected or as required by law. After completing a consultancy engagement, we
adhere to a stringent data removal procedure. This ensures that any personal
information we no longer need is securely disposed of or de-identified.

9. Access and Correction of Personal Information

Access:

You have the right to access the personal information we hold about you. Upon
request, we will provide access to this information in a timely manner.

Correction:

If you believe any information we hold about you is inaccurate, incomplete, or
outdated, we encourage you to bring it to our attention. We are committed to making
the necessary corrections promptly to ensure the data's accuracy and relevance.

10. Complaints Procedure

You can lodge a complaint regarding our data handling practices or compliance with
this Privacy Policy. Upon receiving a complaint, we will act promptly to acknowledge
it, and we will thoroughly and fairly investigate the matter. Our aim is to resolve any
grievances in a manner that reinforces our commitment to your privacy within 28
days.
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11. Updates to This Policy

This policy might be periodically updated for legal, operational, or regulatory reasons.
All updates will be posted on our website at chongjones.com.au

12. Contact Us
For inquiries, feedback, complaints, or to withdraw your consent, contact us:
Chong & Jones Pty Ltd

contact@chongjones.com.au
(03) 9000 8950
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